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HOW TO PROTECT YOUR ACCESS

The gateway is how your agent communicates; while the default settings are
safe, proper configuration is essential for security.

Step 1: Secure Your
Gateway











Gateway Security Audit
VERIFY YOUR CONFIGURATIONS



HTTPS://DOCS.OPENCLAW.AI/GATEWAY/SECURITY
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HTTPS://DOCS.OPENCLAW.AI/GATEWAY/SECURITY



Pick Your Version
ONLY INSTALL STABLE UPDATES











Step 2: Cheaper Model
$47/WEEK TO $6/WEEK







Use your ChatGPT Plus
Subscription
CHECK OPENAI’S DOCS



OPENCLAW ONBOARD --AUTH-CHOICE OPENAI-CODEX



$ OPENCLAW MODELS AUTH LOGIN --PROVIDER OPENAI-CODEX



Model
Recommendations
for OpenClaw



CREDIT: TINA HUANG



Check your costs







3.Update your
Soul!



Write Your SOUL.md
CHARACTER SHEET ESSENTIALS



Write Your SOUL.md
CHARACTER SHEET ESSENTIALS

SOUL.MD IS THE CHARACTER SHEET FOR YOUR AGENT. IT DEFINES PERSONALITY, VOICE,
TEMPERAMENT, AND WHAT IT'S ALLOWED TO DO. MOST PEOPLE FILL IT IN DURING ONBOARDING
WITH VAGUE ANSWERS AND NEVER TOUCH IT AGAIN. 







Note-Taking

ENHANCE MEMORY PERSISTENCE

To prevent memory degradation, add "You are an
aggressive note-taker" to both SOUL.md and AGENTS.md
for better recall.



NOTE TAKER TRICK



NOTE TAKER TRICK





4.MEMORY.md

KEY INFORMATION TO INCLUDE

In MEMORY.md, outline your communication preferences,
standing rules, and current projects briefly to ensure
your agent remembers essential details.







Enable Dreaming



Enable Dreaming

SESSION MEMORY ENHANCEMENT

Dreaming allows your agent to summarize sessions and
permanently store memories, ensuring continuity and a
personalized experience across interactions.

This is a beta feature with two phases: a shallow phase
that writes session summaries to DREAMS.md, and a
deep phase that promotes the strongest memories into
MEMORY.md as permanent long-term storage.





Back Up & Manage
Sessions
SAVE COSTS AND DATA



Important Session
Commands SESSION MANAGEMENT

Use /new to start a fresh session while
keeping all files intact and accessible for
future reference and context.







Important Session
Commands

CONTEXT CONTROL

The /compact command helps summarize
old context to save tokens, while /btw allows
for side questions without polluting the
session context.



Session memory dies on compaction.





Back Up

GITHUB REPOSITORY SETUP

Create a private GitHub repo to store your workspace.
Set up auto-commit for seamless backups after each
session to ensure safety.









The 5 Essential Steps
Recap
QUICK SUMMARY OF ACTIONS
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Check your gateway Settings

Choose cheaper models or use Codex

Setup your SOUL.md, USER.md 

Setup Memory

Create new sessions and backup



Thank you!

CONNECT WITH ME ON LINKEDIN
Erik Hanchett

SOCIAL MEDIA
@ErikCH
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