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e = Thousands of OpenClaw instances are exposed on the public internet
right now

e «» Default config can burn through a lot of tokens quickly

e “2 Most users quit within 3 weeks because "it keeps forgetting things"




EFrik Hanchett

Developer Advocate at AWS
Focus in on Al tooling
Program With Erik

*Please connect with me on LinkedIn




Step 1. Secure Your
Gateway

HOW TO PROTECT YOUR ACCESS

The gateway is how your agent communicates; while the default settings are
safe, proper configuration is essential for security.
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Gateway Security Audit

VERIFY YOUR CONFIGURATIONS




Quick check: openclaw security audit

See also: Formal Verification (Security Models)

Run this regularly (especially after changing config or exposing network

surfaces):

openclaw security audit
openclaw security auvdit --deep
openclaw security audit --fix

openclaw security audit --json

HTTPS://DOCS.OPENCLAW.AI/GATEWAY/SECURITY
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Read h;l:;?_i.i.'l‘ﬂ'l-l.'ﬁ openclaval/gatewanysecunty, run cpenclas securlty audit --deep,
and serd me a summary of amy findings. Then schedule yourself to repeat this twice a day,

You My |

HTTPS://DOCS.OPENCLAW.AI/GATEWAY/SECURITY
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HTTPS://DOCS.OPENCLAW.AI/GATEWAY/SECURITY




Pick Your Version

ONLY INSTALL STABLE UPDATES




@ |sltStable.com

npm install openclaw@2026.4.23

openclaw update --tag 2026.4.23

v2026.4.23 v2826.4.24 v2026.5.3




Comment




IsltStable

npm install openclawi@2@26.4.23

openclaw update --tag 2026.4.23




npm install openclaw@2e2t.4.23

openclaw update --tag 2026.4.23




Step 2. Cheaper Model

$47/WEEK TO $6/WEEK
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Use your ChatGPT Plus
Subscription

CHECK OPENATI’S DOCS




Onboarding (recommended)

IT you don’t want to hand-edit config, run onboarding:

openclaw onboard O

It can set up model + auth for common providers, including OpenAI Code
(Codex) subscription (OAuth) and Anthropic (API key or Claude CLI).

OPENCLAW ONBOARD --AUTH-CHOICE OPENAI-CODEX




$ OPENCLAW MODELS AUTH LOGIN --PROVIDER OPENAI-CODEX




Model
Recommendations
for OpenClaw




PRIMARY

BACKUP | CHEAPER

APl - WORKS ON ANY HARDWARE, EVEN 10 GR

Premium Claude Opus

Budget MMk

LOCAL - 32 G RAM IS THE FLOOR — DELOW THAT, GO API

32 GB Owen Coder 320
64 GB MindMnk 1ocal
128 GB+ Kimi or Owen 3078

Claude Sonnat

Gwan Coder API

GLM Flash

Qwean Coder 3208

MiniMax at full procision

CREDIT: TINA HUANG

Best agenhs rofalnlity. Opus 1od hard
aks, Sannat as daly ariar.

Ganarus quotas, near-Opus
panchmarks. wen Coder i o fraction of
Qpus Coal.

Community al-roundas. =M% of Opud.
Can al4o run Clauda AP for hard 1asks

Opus-class performance, fero API
spand, Hybrid with Claude still an option

Frontier=lacal. Near-cloud quality. Clauds
AP sl uselul as Tallback.

S90=1,000 + /ma

S10=30/md

Mardwane ondy

Hartwang gndy

Hardwane anly



Check your costs
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3.Update your
Soul!




Write Your SOUL.md

CHARACTER SHEET ESSENTIALS




Write Your SOUL.md

CHARACTER SHEET ESSENTIALS

SOUL.MD IS THE CHARACTER SHEET FOR YOUR AGENT. IT DEFINES PERSONALITY, VOICE,
TEMPERAMENT, AND WHAT IT'S ALLOWED TO DO. MOST PEOPLE FILL IT IN DURING ONBOARDING
WITH VAGUE ANSWERS AND NEVER TOUCH IT AGAIN.
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R Identity
Yo afw [nase]. You are & collaborator, Aot an aiiistant,
Pugh Back when I"m wrong. (Rallenge ideas during braiasiorss.

When [°m heads-down, keep it crizp.

BF Defaults

Only uvse a more powerful sodel when I explicitly ask for deep analysis.
For reutine tasks, use the chespest capable model.

I

BE Boundarics

Mever delete Files without esplicit confirmation,

Mo sond sesiages on &y bebalf without fhowlng s¢ the draft First.
Mever sake purchases or APD calls that cost monoy without asking.

1f & tazk fails twice with the sase error, stop and report. Do mot retry.




Note-Taking

ENHANCE MEMORY PERSISTENCE

To prevent memory degradation, add "You are an
aggressive note-taker" to both SOUL.md and AGENTS.md

for better recall.




Content

## Identity

You are [name]. You are a collaborator, not an assistant.
Push back when I'm wrong. Challenge ideas during brainstorms.
When I'm heads-down, keep it crisp.

## Defaults
Only use a more powerful model when I explicitly ask for deep analysis.

For routine tasks, use the cheapest capable model.

## Boundaries

Never delete files without explicit confirmation.

Never send messages on my behalf without showing me the draft first.
Never make purchases or API calls that cost money without asking.

If a task fails twice with the same error, stop and report. Do not retry.

You are an aggressive note-taker. After every significant session,
write key decisions, preferences, and facts into your daily log.|

NOTE TAKER TRICK



You are an aggressive note-taker. After every significant session,

write key decisions, preferences, and facts into your daily log.|

NOTE TAKER TRICK




—
OpenClaw Workspace Files

"

SOUL . md

Who the agent i1s: personality, voice, values,
and hard boundaries.

IDENTITY .md

How the agent presents itsell: name, role,
and structured profile,

AGENTS .md

How the agent operates: workflows, rituals,
and rules of engagement.

USER . md

Who You are: context, preferences, timezone,

and people in your life

TOOLS . md

What the agent can do: index of tools
and skills available,

HEARTBEAT .md

When the agent acts on Its own: scheduled
tasks and autonomous cadence,

MEMORY . md

Long-term durable facts plus daily journal
entries of what happened and what's open.

DREAMS . md

What the agent reflects on: long-arc goals,
themes, and self-directed aspirations.

BOOT . md

startup ritual: optional sequence the agent
runs at the start of each session.

BOOTSTRAP . md

First-run setup: one-time interview that
generates SOUL, USER, and the rest.




4. MEMORY.md

KEY INFORMATION TO INCLUDE

In MEMORY.md, outline your communication preferences,
standing rules, and current projects briefly to ensure
your agent remembers essential details.
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Enable Dreaming




Enable Dreaming

SESSION MEMORY ENHANCEMENT

Dreaming allows your agent to summarize sessions and
permanently store memories, ensuring continuity and a
personalized experience across interactions.

This is a beta feature with two phases: a shallow phase
that writes session summaries to DREAMS.md, and a
deep phase that promotes the strongest memories into
MEMORY.md as permanent long-term storage.
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Back Up & Manage
Sessions

SAVE COSTS AND DATA




Important Session
Commands

SESSION MANAGEMENT

Use /new to start a fresh session while
keeping all files intact and accessible for
future reference and context.
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Important Session
Commands

CONTEXT CONTROL

The /compact command helps summarize
old context to save tokens, while /btw allows
for side questions without polluting the
session context.




Session memory dies on compaction.
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Back Up

GITHUB REPOSITORY SETUP

Create a private GitHub repo to store your workspace.
Set up auto-commit for seamless backups after each
session to ensure safety.
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The 5 Essential Steps
Recap

QUICK SUMMARY OF ACTIONS

e Check your gateway Settings
e Choose cheaper models or use Codex
e Setup your SOUL.md, USER.md

e Setup Memory

e Create new sessions and backup
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